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Abstract—In this paper, we propose a novel access control (AC) mechanism for cellular internet of things (loT) networks with massive
devices, which effectively satisfies various performance metrics such as access throughput, access delay, and energy efficiency. Basic
idea of the proposed AC mechanism is to adjust access class barring (ACB) factor according to performance targets. For a given
performance target, we derive the optimal ACB factors by considering not only the conventional preamble collision detection technique
but also the early preamble collision detection technique, respectively. In addition, the proposed AC mechanism considers overall radio
resources to optimize the ACB factor, which includes the number of preambles, random access response (RAR) messages, and
physical-layer uplink shared channels (PUSCHs), while most conventional ACB schemes consider only the number of preambles. In
particular, the proposed AC mechanism is illustrated with two representative performance metrics: latency and energy efficiency.
Through extensive computer simulations, it is shown that the proposed versatile AC mechanism outperforms the conventional ACB
schemes in terms of various performance metrics under diverse resource constraints.

Index Terms—Internet of things, low-latency, energy-efficiency, access class barring (ACB), ACB factor, backlog estimation

1 INTRODUCTION

1.1 Background

YPICAL communication networks, which are opti-

mized for human-to-human (H2H) communications,
are evolving to support machine-to-machine (M2M) com-
munications or internet of things (IoT) services [1]. In
particular, 5G cellular wireless networks have been
developed and standardized under careful consideration
on IoT services in the third generation partnership proj-
ect (3GPP) and international telecommunication union
(ITU) [2], [3]. For supporting massive connections, the
IoT networks may require various technologies including
edge computing [4], artificial intelligence (AI) [5], etc.
Optimizing M2M communication protocols is another
interesting topic to satisfy various quality of service
(QoS) requirements in the IoT networks [6], [7]. For
example, in smart city, autonomous vehicles require
very low latency communications with nearby vehicles,
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while temperature sensors require an ultra-high energy
efficiency (EE) to prolong their battery life since the bat-
tery lifetime is required to be around 10 years. In partic-
ular, Sivanathan et al. [8] proposed a robust framework
for IoT device classification using network traffic charac-
teristics based on machine learning schemes.

Existing commercial cellular networks may encounter
critical bottlenecks if they are adopted for massive IoT
networks without significant modifications. First of all,
the amount of radio resources in the cellular network is
very limited to accommodate a rapidly growing number
of IoT devices, and thus careful resource management is
required [9], [10], [11]. Andrade et al. [9], [10] addressed
that the control channels including physical downlink
channel (PDCCH) may be limited to support overload
control, and they proposed a prioritized control resource
scheduling algorithm considering both of H2H and M2M
communications. Xia et al. [11] provided a comprehen-
sive technical survey on the resource management tech-
niques for M2M communications in commercial LTE/
LTE-A cellular networks.

1.2 Related Works

Technical challenges may come from massive nodes that are
activated simultaneously due to bursty traffic. In general,
the bursty traffic pattern causes severe congestion or over-
load problem in a radio access network (RAN). To over-
come the congestion problem, several overload control
schemes have been proposed [12], [13], [14], [15], [16], [17],
[18], [19]. Among them, the access class barring (ACB)
scheme has been considered as a promising technology
since it effectively controls bursty traffic in cellular M2M
networks [14]. In particular, the dynamic access class
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barring (D-ACB) schemes have been actively studied in
order to support a varying number of access nodes in IoT
networks [17]. The D-ACB schemes estimate the number of
backlogged nodes to attempt access at each time slot, and
then it generates an optimal ACB factor, also known as
access probability, to allow nodes to send a preamble via
physical random access channel (PRACH), by considering
the available resources. Jin et al. [18] proposed a recursive
pseudo-Bayesian ACB scheme in order to lower total service
time of a bursty traffic, and a practical backlogged estima-
tion scheme based on the number of undetected preambles
at the first step of the random access procedure. On the
other hand, Tavana et al. [15] proposed a backlog estimation
method based on Kalman filtering for the adaptive ACB
scheme, where it is shown that total service time becomes
close to that with the optimal ACB scheme that exactly
knows the number of backlogged nodes. Duan et al. pro-
posed a dynamic preamble allocation scheme and an itera-
tive algorithm to adaptively update the ACB factor for
M2M devices. Vural et al. [19] proposed an adaptive pream-
ble slicing algorithm, called multi-preamble random access,
to dynamically determine the preamble set size according
to different load conditions and service classes. However,
most of existing studies focused on the dynamic access con-
trol mechanisms to meet a single performance target such
as maximization of the number of successful access or
equivalently minimization of access delay and total service
time. In addition, they only considered the preamble resour-
ces at the first step of RA procedure even though other
radio resources are involved in the overall RA procedure.

EE is one of the most important performance metrics
especially for battery-powered IoT devices, and thus many
techniques have been proposed in literature [20], [21], [22],
[23], [24], [25], [26], [27], [28], [29]. Ho et al. [20] proposed a
joint massive access control and resource allocation scheme
to improve the EE, which adopts machine node grouping,
coordinator selection, and optimal power allocation for
coordinators. Zhang et al. [26] proposed an integrated
energy efficient system for 5G IoT networks, which holisti-
cally combines the wireless and wired parts together in
order to optimize the EE of the system. Azari and Miao [28]
proposed a resource allocation framework based on the
max-min lifetime-fairness, which exploits the information
on the battery time of devices. Yang et al. [27] proposed an
energy efficient resource allocation scheme with energy har-
vesting technology in time division multiple access and
non-orthogonal multiple access strategies. However, the
effect of the access control technique on the EE have been
rarely investigated in massive IoT networks to the best our
knowledge.

1.3 Contributions

In this paper, we propose a versatile access control mecha-
nism that effectively satisfies various performance require-
ments including access throughput, access delay, and the
EE for massive IoT networks. To obtain the ACB factor for
satisfying latency or EE requirement, the proposed mecha-
nism considers all the radio resources involved in the over-
all RA procedure: preambles on PRACH, RAR messages on
physical downlink shared channel (PDSCH) or PDCCH,
and uplink data resources on physical uplink shared
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Fig. 1. System model of a massive loT network with versatile access
control mechanism.

channel (PUSCH). In addition to the conventional preamble
collision detection (C-PCD) technique, we also exploit the
early preamble collision detection (E-PCD) technique at the
first RA procedure [30], [31]. Furthermore, we propose a
comprehensive access control mechanism which can simul-
taneously support two groups of devices requesting low-
latency and ultra-low power consumption services, respec-
tively. Simulation results show that the proposed versatile
AC mechanism efficiently satisfies various performance
requirements under various resource constraints and it out-
performs the existing AC schemes. The main contributions
of this paper can be summarized as follows:

e We propose a versatile AC mechanism to efficiently
control random access traffic from a massive number
of IoT nodes while achieving various performance
requirements such as low-latency and energy-
efficiency.

e We derive the ACB factors for low-latency access
and energy-efficient access with the conventional
preamble collision detection technique and the early
preamble collision detection technique, respectively.

e We also propose a comprehensive AC mechanism
in order to simultaneously support both of low-
latency access group and energy-efficient access
group.

The rest of this paper is organized as follows. In Section 2,
we describe a system model considered in this paper. In
Section 3, we derive preliminary probabilities of collision-
free and collided preambles which are utilized to optimize
the ACB factor of the proposed mechanism. In Section 4, we
propose two types of AC mechanisms: low-latency AC and
energy-efficient AC mechanisms. Then, we explain the esti-
mation algorithm for the number of backlogged nodes in
Section 5. The proposed AC mechanisms are validated via
extensive computer simulations in Section 6. Finally, con-
clusions are drawn in Section 7.

2 SYSTEM MODEL

Fig. 1 shows the system model of a single cell massive IoT
network which is considered in this paper. We assume that
the eNodeB controls uplink access from two representative
groups', each of which requires a certain performance

1. In practice, there may be a number of different groups. For example,
a group of devices may require a mixed performance requirement among
maximum throughput, low-latency, and low-power consumption.
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metric such as low-latency (LL) and energy efficiency (EE).
Activation of nodes is assumed to be bursty due to an exter-
nal event for both groups. In addition, the eNodeB is
assumed to adopt a probability-based dynamic access class
barring (ACB) technique as used in the commercial cellular
network, i.e., 3GPP LTE system [32], which inherently con-
trols a number of simultaneous accesses by using a single
number called ACB factor p € (0,1). Let p*- and ptF denote
the ACB factors for LL access and EE access, respectively. In
the proposed versatile AC mechanism, we consider follow-
ing parameters:

M: number of available preambles
Q: number of available RAR messages
U: number of available PUSCH resources
N: total number of activated nodes in a group
v;: estimated number of backlogged nodes for the ith
slot

e p;: ACB factor for the ith slot

The above parameters will be explained in the next sub-
section in detail. Note that ) depends on PDSCH or
PDCCH resources, and U depends on PUSCH resources.
Since a single RAR message can deliver a single uplink
resource grant for PUSCH [33], the number of allocable
PUSCH resources is limited to

K =min{Q,U}. (1
Thus, we only consider the number of available preambles
M and the number of allocable PUSCH resources K
throughout the paper.

2.1 Overall Random Access Procedure

The overall RA procedure consists of five steps, which
include the access check (Step 0) and the typical four-step
contention-based RA procedure (Step 1-4) [34].

(Step 0) Access check: The eNodeB calculates an ACB fac-
tor for a specific purpose based on the estimated number of
backlogged nodes v; and the number of available resources
M and K, and then it notifies the ACB factor of the ith
PRACH p; € [0,1] at the beginning of the ith PRACH slot.
Then, each activated node generates a random number
q € [0,1] and compares ¢ with p;. If ¢ < p;, then the node
attempts an RA on the ith PRACH slot. Otherwise, it defers
an RA attempt to the (i + 1)th PRACH slot.

(Step 1) Preamble transmission and detection: Each node
which passed the access check at the Step 0 randomly
selects a single preamble among M available preambles,
and then sends the selected preamble on the ith PRACH
slot. More than one node may select the same preamble due
to the random preamble selection property.

(Step 2) Random access response (RAR): After detecting the
preambles from nodes, the eNodeB sends the RAR mes-
sages, each of which conveys identity of detected pream-
bles, timing advance information, and an initial uplink
PUSCH resource grant for uplink data transmission.

(Step 3) Uplink data transmission: Using the PUSCH
resource indicated via the RAR message at the Step 2, the
corresponding node transmits uplink data which conveys a
data packet, a radio resource control (RRC) connection
request, a tracking area update, or a scheduling request.
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Fig. 2. Comparison of preamble collision detection (PCD) techniques:
(a) conventional PCD technique and (b) early PCD technique.

(Step 4) ACK message transmission: If the eNodeB successfully
decodes the data transmitted by a single node, it sends back
the ACK message including the node identity (ID) which is
obtained from the decoded data, otherwise the eNodeB
sends nothing back.

2.2 Preamble Collision Detection Techniques

As noted before, we consider two preamble collision
detection (PCD) techniques: conventional PCD (C-PCD)
and early PCD (E-PCD) [35]. Fig. 2 compares the two techni-
ques. The C-PCD technique is performed based on unsuc-
cessful data decoding at Step 3 of the RA procedure. In
other works, if multiple nodes send the same preamble
at Step 1 and receive the identical RAR message from the
eNodeB at Step 2, then all relevant nodes transmit their own
data via the same uplink resource and the eNodeB may not
decode the data successfully. From this unsuccessful decod-
ing, the eNodeB detects the preamble collision. If the pream-
ble collisions are detected, the eNodeB does not send the
ACK message to the corresponding devices at Step 4. Nodes
which do not receive the ACK message try to perform the
RA procedure at the next PRACH slot.

On the other hand, the PCD can be performed at Step 1
of the RA procedure with the E-PCD techniques which
exploit tagged preambles [30], [31], ID transmission [36], or
machine learning algorithms [37]. If the preamble collisions
are detected with E-PCD techniques at Step 1, the eNodeB
does not send the RAR message to the corresponding nodes
at Step 2. Then, nodes which do not receive the RAR mes-
sage defer to attempt the RA to the next PRACH slot with-
out transmitting uplink data. It is worth noting that the E-
PCD techniques can separate the detected preambles into
collision-free preambles and collied preambles and allocates
the PUSCH resources only for the collision-free preambles
through the RAR messages at Step 2.

2.3 Traffic Model

We assume that each of N nodes in a group is activated at
the time = € (0, Taet), which follows Beta distribution with
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parameters « = 3 and 8 = 4 [38]:

2 (Taet — as)’sf1
fx(z) = (Tact)ﬁﬂﬂB(a,ﬂ)’

where B(a, B) = ﬁJ P ’3 'dz denotes the beta func-
tion. It is assumed that there exist It slots within time
Tact and the expected number of newly actlvated nodes
in the ith RA slot is given by A\, =N ﬁ (z)dz for
L= 1 2 Iact

3 PRELIMINARY PROBABILITIES ON COLLISION-
FREE PREAMBLE AND COLLIDED PREAMBLE

In this section, we first define the following discrete random
variables (RVs):

D: number of detected preambles,
S: number of collision-free preambles,
C: number of collided preambles,

e R:number of undetected preambles,

where D = S+ C and R = M — D. Then, we derive sev-
eral preliminary probabilities related to the above RVs,
which are used for designing the versatile AC mechanism.

At Step 1 of the RA procedure, each activated node
which passes the access check sends an arbitrary preamble
among M available preambles via PRACH, and then the
eNodeB detects preambles. In general, detected preambles
are classified into collision-free preambles and collided pre-
ambles. The collision-free preamble indicates the detected
preamble which is sent by a single node, while the collided
preamble indicates the detected preamble which is sent by
more than two nodes. However, depending on the PCD
techniques (e.g., E-PCD or C-PCD), the eNodeB can or can-
not identify the detected preamble is collision-free or col-
lided at Step 1 of the RA procedure.

We first consider the following joint probability that
when m nodes simultaneously attempt the RAs, any (r + s)
preambles among A/ preambles are chosen, and then each
of s preambles among chosen (r + s) preambles is selected
(collision-free) only by a sinlge node, and each of remaining
r preambles is not selected by any nodes:

W (slm)

= (L))

where (Q{S) ("1*) represents the total number of cases that

chooses (r + s) preambles among M, and then chooses s col-
lision-free preambles among the chosen (r + s) preambles
[15]. In addition, the term (7)s!(d —s)" " represents the
total number of cases that s nodes among m RA-attempting
nodes transmits an exclusive preamble and the remain-
ing (m —s) nodes chooses one of preambles among
{M — (r+ s)} preambles. Then, the denominator M™ repre-
sents the total number of cases that m RA-attempting nodes
select a preamble among M preambles.

Let E; denote the event that the ith preamble is selected
by at most one node, and then the probability of the event
E; when m nodes attempt RAs simultaneously, i.e., m nodes
pass the access check at Step 0, is given by the sum of the

(r+s)}"" (2)
Mm ’

1987

probability that ith preamble is not selected by any nodes
and the probability that ith preamble is selected only by a
single node, i.e.,

) Do) e

where +; denotes the probability that a node selects the ith
preamble among M possibilities.
Based on the inclusion-exclusion principle [39], Pr {E; U
--U E)/lm} is written as

Pr{Ei|m} = (1

M

Pe{Uh B} = 3 (-1 DS W )
=0

SR (0

which denotes the probability that at least one preamble
among M preambles is selected by at most one node with m
RA-attempting nodes. Besides, the complementary proba-

bility to Pr{U} | E;|m} is given by

4)

O(M|m) =1 —Pr{u}, E;|m}

S ()

SR (O

which represents the probability that each of all M pream-
bles are selected by at least two nodes (collided) with m RA-
attempting nodes. As a result, we obtain the joint probabil-
ity that s preambles are collision-free among d detected pre-
ambles when m nodes simultaneously attempt the RA:

(5)

Pr{D =d,S = s|m} = ¥ (s|m)®(M — r — s|m — s)

= Wiy, (sm)®(d = sjm — )

EROOOGE o

1=0 j=0
d—s\ [P\ (m—s\  (d—s—i)" 5
(71) ( . ) () ( . )J'( 2717,5 )
i J J (d—s)
M-ty (M) (@),
We assume that a Priori distribution of the number of

backlogged nodes n follows Poisson distribution with mean
of v, ie.,

r+s

where we utilize r = M — d and (M d+5) (

P(n|v) = :z_ e (7)

It is shown that this assumption significantly reduces the
computation complexity of designing algorithms [40]. Then,
for given ACB factor p and v, the joint probability that s pre-
ambles are collision-free among d detected preambles when
m out of n backlogged nodes simultaneously attempt the
RA is given by
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Pr{d, s,n,m|p,v} = Pr{d, sjm} Pr{m|p,n} Pr{n|v},
——

6 By (p)

®)

P(n|v)

where B! (p) =

bution with ACB factor of p. By marginalizing (8) with
regard to n and m, the joint probability that s preambles are
collision-free among d detected preambles for given p and v
is given by

Pr{D=d,S = s|p,v} = Z ZPr{d,&,n,m@7 v}
d—s
1 ——+e\1) .

() (e @y (-

Then, by marginalizing Pr{D = d, S = s|p, v} with regard to
S and D, respectively, Pr{D = d|p, v} and Pr{S = s|p, v} are
also given by

(")p™(1 —p)"™ denotes binomial distri-

9)

d
Pr{D =dlp,v} = > Pr{D=4d,5 = s|p,v}

s=0

(DS O6 g o
= () (e
and
Pr{S = slp,v} = iPr{D =d,S = s|p,v}

d=0
-GS (D59
~(Ner R ()
()G ()™

amn

respectively. Since C'=D —S, we have Pr{C=¢S=
s|p, v} by substituting s + ¢ for d in Eq. (9). Thus, the proba-
bility that the number of collided preambles is equal to c is

given by
M—c
Pr{C = c|p,v} = Z Pr{C =¢, S = s|p,v}
s=0

(12)
M M—c
= (e (T (1

As a result, for given p and v, the expected values of RVs D,

S and C are given by
M M) d
E[D|p,v] = d (1 4 e
Dol =3 a(() e (<14 5)
B e ST
=0 (13)
:Me*P“(_1+eﬁ?) B0 1)

= M(1-e ),
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M
M V\S _ v o\ M—s
E[Slp,v] = zs( ' ) (2 e (=22 4 )

5=0

M
M-—1 5—1 o\ M—s
- (D)6 G5

s=0

— pre M=)

= pve ¥,

and
E[C|p7 V] = E[D‘pv l}} - E[S|p7 U]

- M(l — 67%) — pyef% (15)

= M(fl fp—]\;Jr e%)ef%,

respectively.

4 VERSATILE ACCESS CONTROL MECHANISMS

In this section, we propose two representative AC mecha-
nisms: low-latency AC mechanism and energy-efficient
AC mechanism. For each mechanism, we derive the ACB
factors by considering both the C-PCD technique and the
E-PCD technique. Here, we assume that the estimated num-
ber of backlogged nodes is equal to v. The estimation algo-
rithm for the number of backlogged nodes will be explained
in the next section.

4.1 Low-Latency Access Control

The low-latency requirement can be satisfied by maximiz-
ing the access throughput in each slot. Thus, we derive the
ACB factor for maximizing the access throughput which is
defined as the number of nodes that succeed in the RA.

4.1.1  With C-PCD Technique

Basically, the RA of a certain node is successful when it
sends an exclusive preamble and receives an exclusive
PUSCH resource grant. Let A denote the access throughput,
i.e., the number of nodes that succeed in the RA. Recall that
K denotes the number of allocable PUSCH resources at
Step 2 of the RA procedure and D denotes the number of
detected preambles. By using the well-known total proba-
bility theorem, the probability that A = a can be obtained as

Pr{A=a} =Pr{Ad=a, D<K} +Pr{A=0a,D > K}
=Pr{S=0a,D<K}+Pr{S>aD > K}B} (%),

(16)
)(E)'(1-%£)"" and £ < 1. The term
< 1 can be regarded as the resource scheduling probabil-

1ty Then, the conditional expected value of A for given p
and v is given by

where B (X) =
I&

K K

ZZaPr{D d,S = alp,v}+

a=0 d=0

K M d
33 S aPr{D=d, 5 = sip,v}B; (£).

a=0 d=K+1 s=a

E[A|p, v]
an
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Then, we obtain the optimal ACB factor p to maximize the
average access throughput as follows:

e, = arg max E[A|p, v]. (18)
0<p<1
In particular, when K = M, Eq. (17) can be rewritten by
E[A|p,v] ZZaPr{D d,S = alp,v}
a=0 d=0 (19)
= E[Sp, v].

Thus, in this case, the optimal p5L,, is found by taking deriv-

ative of E[S|p,v] = pve‘% with respect to p, i.e.,

M
LL
conv — T . (20

When K < M, on the other hand, it is difficult to find the
closed-form expression for the optimal ACB factor and thus
we approximate E[A|p, v] as

K
E[A|p,v] = E[S|p,v ~min{1,7}7 (21)
[Alp, ] ~ E[S]p, ] S
where we have two components: E[S|p,v] represents the
average number of nodes that succeed in preamble trans-

missions, and min{l } represents the successful

DDl
resource scheduling probability. In case that E[D|ptL,, =
U v] < K, the optimal ACB factor can be approximated as
Eq. (20) since mln{l,m} =1 and E[A|p,v] =~ E[S|p, v].
On the other hand, when E[D|pS5,, =% ,v] > K, E[A|p, ]
increases until the ACB factor p approaches to ps,, such

that E[D|pL,,,v] = K and E[A|p,v] becomes decreased if

p > ptk, since E[S|p,v] < E[D|p,v] and E[D|p,v] =M

(1 - e’%> is an increasing function of p. It implies that the

eNodeB should control the ACB factor p so that it allocates
PUSCH resources to all detected preambles in order to max-
imize access throughput. In other words, the resource
scheduling probability needs to approach to 1 for maximiz-
ing the access throughput.

As a result, we obtain the following ACB factor by solv-

ing E[D|p, v] = M(l . e*%) — K

K\ M
~LL
pconV:_ln(l_M)T, K < M. (22)

4.1.2 With E-PCD Technique

With E-PCD techniques, the eNodeB allocates resources
only for the collision-free preambles, and thus the average
access throughput is given by

M
= Zmin(a, K)Pr{S = alp, v},

a=0

E[Alp,v] (23)
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where S denotes the number of collision-free preambles.
Then, we obtain the optimal ACB factor p to maximize the
average access throughput as follows:

p'é';rly = argmax E[A|p,]. (24)
0<p<l1
Similar to the case of C-PCD technique, when K = M,
M
E[A|p,v] = ZaPr{S = alp, v} = E[S|p, V], (25)
a=0
and thus the optimal pearly is also found by
M
pléle;rly e (26)

Note that, when K = M, the optimal ACB factors with the

C-PCD and the E-PCD are identical, i.e., pg5ny = Peany = '\

When K < M, on the other hand, it is difficult to find the
closed-form expression for the optimal ACB factor, and
thus, we approximate E[A|p, v] as

K
E[A|p,v] = E[S|p,v] - min{ 1, ———— 5,
(Al = ElSIpo] - min{ 1, o

where we have two components: E[S|p,v] represents the
average number of nodes that succeed in preamble trans-

(27)

missions, and min{l } represents the successful

K
P E[S]p.v]
resource scheduling probability. Note that Eq. (27) is differ-
ent from Eq. (21), which comes from the fact that the E-PCD
technique allocates resources only for the collision-free

preambles. In case that ]E[S|pear|y M v] < K, the optimal
(26) since

However,

ACB factor can be approx1mated as Eq.
7} =1 and E[Alp,v] = E[S|p,v].

min{1,
[ | early v]

]\[

when E[S\pea”y 2 .v] > K, E[A|p,v] increases until the

ACB factor p approaches to pearly such that E[S |pear|y, v =K
and E[Alp,v] = K if pearly <p< pearly It implies that the
eNodeB cannot allocate resources even for some collision-
free preambles when p > f’lélérlyr which is called resource
allocation failure in this paper. The average number of colli-
sion-free preambles that experience the resource allocation
failure is given by

07 if p < i)éla_rl ’

Fip,v) = {E[S|p - K, if gL < STl

) ’ early p Dearly-
We obtain the ACB factor p such that E[S|p, v] = K to maxi-
mize the access throughput and minimize the number of
resource allocation failures (the number of unnecessary
accesses). As a result, we obtain the following ACB factor

by solving E[S|p, v] = pve = K:
N K\ M
pléle;rly -Wo (_ M) > K < M, (28)

where Wy(x) represents the principle (upper) branch
Lambert W function with Wy(xz) > —1 [41].
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However, if 13'&'5r|y is used as the ACB factor, the average
access throughput becomes slightly lower than K because
the transmissions occur in a probabilistic manner. To vali-
date this, let p denote the ACB factor and BY(p) =

M) - p)™™™ denotes the probability that n nodes

attempt RAs among N backlogged nodes with the ACB
factor of p. Then, the average number of successful
RA-attempts is given by

Zmln|:n (1-) " I,K}Iﬂéfz\v(p)7 (29)
n=0
where S(pggyy, K) is smaller than S(ply,, ., K).

On the other hand, let us define unsuccessful RA-attempts
as the attempts either with collided preambles or with colli-
sion-free preambles experiencing the resource allocation
failure. The average number of unsuccessful RA-attempts is

given by N
=> nB)(p)
n=0

Note that the unsuccessful RA-attempt causes energy waste
of nodes. Hence, the ACB factor needs to be carefully con-
trolled between pgg,, and pgg,, by considering both S(p, K)
and U(p, K) in practice. We will further discuss a detailed
setting for p in the section of numerical results.

S(p, K). (30)

4.2 Energy Efficient Access Control

Energy efficiency (EE) is defined as the ratio of energy con-
sumed for the successful uplink transmissions to energy
consumed for all uplink transmissions during the RA proce-
dure at a node.

4.2.1 With C-PCD Technique
The EE with C-PCD technique is given by

EE _ (1+ X)E[S]p, v min(1, E [ [p, v])
eony (P)] = pv+ xpv min(1,E [5p,v])

_ (14 x)E[S|p, ] min(LE[% |, v})
pv{l+)(min(1,IEZ[%|p7 U])}

where x denotes the ratio of energy consumed for the pre-
amble transmission at Step 1 over energy consumed for the
data transmission at Step 3 at a node. If we control the ACB
factor such that all nodes with detected preambles receive
resource grants, ie., E[D|p,v] < K, min(1,E[5[p,v]) =1,
then E[nEE  (p)] is rewritten as

EE (1+ x)E[S|p, V] pvef% _w

nconv(p)] = = — e M.

(1+ x)pv pv

Ef
(31)

)

E[ (32)
The EE with C-PCD technique is a decreasing function of p,
and thus there exists a trade-off between the average access
throughput and the energy efficiency. It is worth noting that
(32) does not depend on the energy ratio of preamble over

data transmissions yx. In particular, if pt5,, and pL,, are
used for the ACB factor in (32), then we have
E[nggnv (pcl;lc;nv)] = 6717 (33)
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and

71__

5 (34)

E[n&6nv (ﬁlélc;nv ]
respectively.

For achieving a certain EE of 6 for a group of nodes, the
ACB factor is controlled as:

EE:60 __
conv —

—1In(6) M , (35)

v

which satisfies

[nconv(p)] =e =9

For energy-efficient AC, the target value of 6 needs to be

higher than both E[UEEHV(pIEIC;nv)] and E[nconv ﬁlégnv)] which is
set to
9> {e—l, if E[D|ps,, =, v] < K,
1 —%, if E[D|pconv M v] > K.

4.2.2 With E-PCD Technique
The EE with E-PCD technique is given by

(1+ x)E[S|p, v| min (1, E[£|p, v])

B > .
[ pv + xE[S|p, V] Inin(l7 E [% 2 V])

(36)

UEaEny (p)] =

If we control the ACB factor such that all nodes with colli-
sion-free preambles receive resource grants, i.e., E[S|p,v] <
K, min(1,E[§ |p,v]) = 1, then E[55Z, (p)] is rewritten as

(1+ X)E[Sp,v] (1 + x)pve T
E[ early( )] = g = —
pv+ XE[SIp,v]  pu ot xpve i
pv
1 M
_ (e -
1+ xe ™™

The EE with E-PCD technique is a decreasing function of p,
and thus there exists a trade-off between the average access

throughput and the energy efficiency as well. In contrast to
E[nggw(p)] in (32), the EE with E-PCD technique E[n5g, (p)]
depends on the energy ratio of preamble over data trans-
missions y. In particular, if p'é';rly and ﬁlélérly are used for the
ACB factor in (37), then we have

(14 x)e?
E [Uggny(plélény)} T el (38)
and
K
E [nearly (pearly)} = I+ Xewo(fﬁ) ) (39)
respectively.

For achieving a certain EE of 0 for a group of nodes, the
ACB factor is controlled as:

0 M
(=) v w

E:0 _
pearly -
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which satisfies

(1+ x)e T
EE
IE:’[77early (p)] = ——w —

1+ xe ™

For energy-efficient AC, the target value of 6 needs to be
higher than both E[ng5, (ptgsy )] and E[n55, (Pegsy)], which is
set to

o 1
(1111—1 ) if E[Slpt};rly — % , U] S K7
(1+x)e '\ M . W M
By ISl = Y0 > K

4.3 Comprehensive Access Control
In Sections 4.1 and 4.2, we proposed low-latency AC and
energy-efficient AC mechanisms, respectively. However, in
practical situation, the eNodeB is required to support
accesses both from nodes with low-latency QoS and from
nodes with energy-efficient QoS at the same time. First, we
assume that eNodeB can identify the access ratio between
low-latency access and energy-efficient access. Let y and
(1 — y) denote the access ratios of the low-latency access
and the energy-efficient access, respectively. Then, when
there exists N, backlogged nodes at time slot ¢ in total, y N,
and (1 —y)N; backlogged nodes attempt random access
with low-latency QoS and energy-efficient QoS, respec-
tively, on the average. In the proposed comprehensive
access control mechanism, the eNodeB broadcasts two
respective ACB factors pt* and pFE¥, and each node utilizes
one of ACB factors depending on its QoS (low-latency or
energy-efficiency) requirement. Consequently, we have the
following equation:

yNip™t + (1= y) Np™=* = Nyp*™, (41)
where p®™ = yptt + (1 — y)pFE? denotes a comprehensive
ACB factor, which is utilized to estimate [V, as v. Based on
the estimated backlogged size v, ACB factors p‘- and pFE*
are calculated based on the proposed low-latency AC in
(20), (22), (26), and (28) and energy-efficient AC mechanisms
in (35) and (40), respectively.

5 ESTIMATION ON THE NUMBER OF
BACKLOGGED NODES

We extend the pseudo-Bayesian backlog estimation scheme
[18] in order to estimate the number of backlogged nodes
for the proposed versatile AC mechanism. The pseudo-
Bayesian backlog estimation scheme operates based on
the number of available preambles M and the number of
undetected (idle) preambles r, which can be exactly iden-
tified during the preamble detection procedure at Step 1
of the RA procedure for both C-PCD and E-PCD techni-
ques. Algorithm 1 summarizes the estimation and update
algorithm of v. The eNodeB first estimates v, as the
number of preambles M. Then, the estimated value is
updated as v = v+ Av. The estimation offset Av > 0 is
given by [18]

1991
ef% - =
Av(p) = E[n|7",p, U} —V=1Vp (1_61‘%[> . (42)
For various ACB factors, (42) is rewritten as:
Me ! —r
Av(pl(;l(;nv) = Av(plélzzrly) = ﬁ7 (43)
- K\ (M
AV(Pténv) = hl(]- - M) (?) (M - K- T): (44)
K Mo(-17) — =
Av(psL,) = —W ——MiM’ 45
U(pearly) 0 M 1 EWU(*%) (45)
. 0— =L
M(EE) = o (=0, (46)
0 ﬁ
- Tr(1-0 y
Av(pEay) = —In(©)M (1<_>> : )
1+(1-60) x

For the comprehensive AC mechanism, the estimation
offset is calculated by Av(p®™-), where p®™- = yptt4
(1 — y)pE?. As in [18], we introduce a boosting factor ; in
order to reflect characteristics of the bursty traffic. It implies
that when we observe that the traffic continuously increases
based on Av > 0, we boost the estimation v. At the last line,
the new estimation of v; is calculated by v; =v;_1 — ¢,
where ¢;_; denotes the number of successful accesses on the
(i — 1)th PRACH slot.

Algorithm 1. Estimation and Update Algorithm of v

1. Initialize vy = M, ky = 0, and py.
2:  Count the number of undetected preambles r;_;
3:  Calculate Av according to (42) with 7,1, p;—1, and v;_;
4:  Update v,y = v + Av
5:  if Av > 0 then
6: ki = ki1 +1and v;_1 = v;i_1 + k; - Av > Boosting
7.  else
8: k, =0and Vi1 = Vi1
9: endif
10: v, = max(M,v;_; — ¢;—1) > New estimation of v for slot ¢

6 NUMERICAL RESULTS

Table 1 summarizes parameters used for computer simula-
tions. We assume that random access opportunity (PRACH)
appears every 1 ms, i.e., Tinterval = 1 ms, and the number of
preambles is equal to M = 64.> The number of allocable
resources K is assumed to vary from 10 to 64 and each
group of nodes consists of 10000 nodes which try to connect
to the network through the RA procedure. The proposed
low-latency AC mechanism aims at the lowest access delay
or equivalently the maximum access throughput. For the
proposed energy-efficient AC mechanism, the target EE
value is assumed to be 6. In particular, for the

2. The proposed versatile AC mechanism can dynamically adjust
ACB factors according to the number of preambles, but we focus on the
case of the fixed number of preambles in this paper.
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TABLE 1
Simulation Parameters and Values
Parameters Values
The number of preambles, M 64
The number of allocable PUSCH resources, K 10 ~ 64
Energy consumption ratio, x 3
PRACH interval, Tinterval 1 ms
Activation duration, Ty 500 ms
Total number of RA-attempting nodes, N 10000
Access ratio, y 0.5
Target energy efficiency, 0 0.6/0.8/0.9
7000 T T T T T T
— — —Actual (Energy-efficient AC)
Estimation (Energy-efficient AC)

2 6000 - — — —Actual (Low-latency AC) 1

'g Estimation (Low-latency AC)

= 5000 LN

—8 ’ S\
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& 4000

—§ &— Energy-efficient AC

= 3000 =

2 Low-latency AC

2 2000 X Ao

g

Z

1000
00 100 2(;0 3(;0 4(;0 500 6(;0 7(;0 8(;0 900 1000

Time [msec]

Fig. 3. Estimation of backlogged nodes for N = 10000 machine nodes in
case of energy-efficient AC and low-latency AC with K = 64.

comprehensive AC mechanism, we set the access ratio y to
0.5. We evaluate the performances of the proposed AC
mechanisms in terms of access throughput, average access
delay, and energy efficiency. The access delay is defined as
the time difference between the access completion time and
the activation time of a node. For comparison, the perfor-
mance of the conventional low-latency AC mechanisms
[12], [13], [14], [15], [16], [17], [18] with the ACB factor of
p= % is also illustrated. Among [12], [13], [14], [15], [16],
[17], [18], the backlog estimation scheme of [18] is utilized to
obtain v representatively.

6.1 With C-PCD Technique

First of all, we evaluate the performance of backlog estimation.
Fig. 3 shows the pseudo-Bayesian estimation result for the

IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 19, NO. 8, AUGUST 2020

number of backlogged nodes in case of energy-efficient AC
and low-latency AC, respectively, with K = 64. We observed
that there exist a gap between the estimation and actual val-
ues, especially during the bursty period. However, the estima-
tion algorithm keeps track of the actual values quite well
during the traffic descent period. In particular, the backlog
estimation under the low-latency AC is quite accurate.

Fig. 4 shows (a) access throughput, (b) average access
delay, and (c) energy efficiency of the proposed low-latency
AC mechanism with the C-PCD technique. The proposed
low-latency AC mechanism achieves higher access through-
put and energy efficiency, and lower average access delay
than those of the conventional low-latency AC mechanism
when K < 42 since it optimizes the ACB factor by consider-
ing not only M but also K, while the conventional AC
mechanism takes into account only M. According to the
result, both the proposed and the conventional low-latency
AC mechanism results in the same performances when
the number of allocable PUSCH resources is sufficiently
large. The performance gap between two mechanisms is sig-
nificant especially when K is small. For example, the aver-
age access delay of the proposed low-latency AC
mechanism is lower than 200 ms, while the average access
delay of the conventional low-latency AC mechanism is
higher than 300 ms when K = 18. Furthermore, the EE of
the proposed low-latency mechanism (0.80) is approxi-
mately 4 times higher than the EE of the conventional low-
latency AC mechanism (0.21) when K = 10. According to
simulation statistics even though they are not shown in the
figure, when K = 10, the proposed low-latency AC mecha-
nism spends 10983 PUSCH resources and 983 PUSCH
resources are wasted due to preamble collisions, while the
conventional low-latency AC mechanism spends 16738
PUSCH resources and 6738 PUSCH resources are wasted
due to preamble collisions for accommodating 10000 nodes.

Fig. 5 shows (a) access throughput, (b) average access
delay, and (c) energy efficiency of the proposed energy-
efficient AC mechanism with the C-PCD technique for vari-
ous target EEs (9 = 0.9, 0.8, and 0.6). As shown in Fig. 5c, the
proposed energy-efficient AC mechanism satisfies the target
EE regardless of K at the cost of increase of average access
delay as shown in Fig. 5b. As expected, there exists a tradeoff
relationship between the EE and throughput/delay perform-
ances. Note that the conventional AC mechanism only yields
the maximum EE of 0.38 when K > 42. For the case that

| [ Proposed low-latency AC
--€ - Conventional AC [12]-[18]

L

Average access delay [msec|

Access throughput

6"

6q
4
2
0

—%— Proposed low-latency AC

—© - Conventional AC [12]-[18]
e 091 —© — Conventional AC [12]-[18]| ]

—%— Proposed low-latency AC | |

Energy efficiency
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10 14 18 22 26 30
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(a) Access throughput

(b) Average access delay

0 L L L L L L L L L L L L
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34 38 42 46 50 54 58 62

(c) Energy efficiency

Fig. 4. Performances of the proposed low-latency AC mechanism with the C-PCD technique for varying K.
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Fig. 5. Performances of the proposed energy-efficient AC mechanism with the C-PCD technique for varying K.
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Fig. 7. Performances of the proposed comprehensive AC mechanism with the C-PCD technique for varying K. The access ratio y is set to 0.5.

0 =0.6, the proposed energy-efficient AC mechanism
achieves higher EE than the target 0.6 when K < 26 since the
proposed low-latency AC mechanism already achieves
higher EE than 0.6 as shown in Fig. 4c. When 6 = 0.6 and
K < 38, the proposed energy-efficiency AC mechanism out-
performs the conventional AC mechanism in terms of all per-
formance metrics such as access throughput, average access
delay, and energy efficiency. In addition, when 6 = 0.8 and
K < 20, the same performance tendency is observed.

Fig. 6 shows cumulative distribution functions (CDFs) of
(a) the number of access reattempts and (b) the access delay
of the proposed AC mechanisms when K = 20. The pro-
posed energy-efficient AC mechanism with the target EE of
0.9 and 0.8 controls almost 89 and 78 percent of nodes to suc-
ceed in the RA in a single attempt. The average number of

reattempts is equal to 0.12 and 0.27 for given EE targets of
0.9 and 0.8, respectively. Note that, with the conventional
low-latency AC mechanism, the average number of reat-
tempts is equal to 4.27 and only 21 percent of nodes succeeds
in the RA in a single attempt. As shown in Fig. 6b, nodes
experience longer access delay with the proposed energy-
efficient AC mechanisms when 6 = 0.9, compared with both
the proposed low-latency AC mechanism and the conven-
tional low-latency AC mechanism. However, if the target EE
is reduced from 0.9 to 0.8 with the proposed energy-efficient
AC mechanism, then the access delay is significantly
reduced from 1168 ms to 528 ms at the 90th percentile.

Figs. 7a and 7b show the average access delay and the
energy efficiency of the proposed comprehensive AC mecha-
nism with the C-PCD technique. Here, we set the access ratio
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Fig. 8. Average numbers of successful and unsuccessful attempts of the
proposed low-latency AC mechanism with the E-PCD technique for
varying ACB factor p.

y to 0.5, which implies that 5000 nodes belong to the low-
latency access group and the other 5000 nodes belong to the
energy-efficient access group. In particular, we set the target
energy efficiency 6 to 0.9 for the energy-efficient group. Since
the low-latency group and the energy-efficient group share all
preamble and PUSCH resources together, the low-latency
group under the proposed comprehensive AC shows lower
average access delay than that of the low-latency access only
(all 10000 nodes attempt low-latency access) as shown in
Fig. 4b, and the energy-efficient group under the proposed
comprehensive AC also shows lower average access delay
than that of the energy-efficient access only (all 10000 nodes
attempt energy-efficient access) as shown in Fig. 5 (b). In
Fig. 7b, the energy-efficient group under the proposed com-
prehensive AC achieves the EE of around 0.8, which is lower
than 0.9 of the energy-efficient access only as shown in Fig. 5c,
whereas the low-latency group under the proposed compre-
hensive AC benefits considerably from the energy-efficient
group in terms of EE, and thus, achieves higher EE than that
of the low-latency access only as shown in Fig. 4c. According
to the performance result, we observe that access delay is sig-
nificantly sacrificed in order to achieve a very high energy effi-
ciency during bursty traffic period.

6.2 With E-PCD Technique

It is worth noting that there exist no previous ACB tech-
nique that exploits the E-PCD techniques. Thus, with the
E-PCD technique, we only evaluate the performance of the

20
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proposed AC mechanism by changing its own parameters
or compare the proposed low-latency AC mechanism to the
proposed energy-efficient AC mechanism.

Fig. 8 shows the number of successful and unsuccessful
attempts of the proposed low-latency AC mechanism with
the E-PCD technique, which are denoted by S(p, K) in (29)
and U(p,K) in (30), respectively, when K =16 and
N =1300. If p< f’lélérly/ then S(p, K) > U(p, K). However,
S(p, K) < U(p,K) as p approaches to pgz, . There exists a
tradeoff relationship between the access throughput and
the EE for varying the ACB factor. Hence, we define a novel
ACB factor as

b= Epl(:‘:!;rly + (1 - E)f)é;rlyv (48)

for0 <e<1.

Fig. 9 shows (a) access throughput, (b) average access
delay, and (c) energy efficiency of the proposed low-latency
AC mechanism with the E-PCD technique for varying e of the
ACB factor in (48). When ¢ =1 and € = 0, the ACB factors

becomes pg'e;ﬂy in (26) and ﬁlélérly in (28), respectively. As ¢
increases, the EE of the proposed mechanism decreases while
the access throughput increases and the average access delay
decreases, but they are saturated over some e. All performan-
ces become improved as K increases. Furthermore, for a given
K, we optimize ¢ so that the EE and the access throughput of
the proposed low-latency AC mechanism are maximized
while the average access delay is minimized, which is denoted
by é. For example, the access throughput is maximized and
the average access delay is minimized for ¢ € [0.6,1] and the
maximum EE is achieved when € = 0.6 for € € [0.6,1] when
K =16. Thus, in this case, ¢ = 0.6. Then, for a given K, the
ACB factor in the sense that the maximum EE and the maxi-
mum access throughput are achieved while the average access
delay is minimized is obtained by
plé:rly = 6/plégrly + (1= é)lﬁléla_rly' (49)
Fig. 10 shows (a) access throughput, (b) the average
access delay, and (c) the energy efficiency of the proposed
low-latency AC mechanism with the E-PCD technique for
various ACB factors including p'e:;rly in (26) when e = 0, f’lélény
in (28) when € =0, and ﬁlélérly with the best ¢ in (49). Even
though the proposed low-latency AC mechanism with ﬁg'gmy
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Fig. 9. Performances of the proposed low-latency AC mechanism with the E-PCD technique for varying e when K = 10, 16, and 20.
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Fig. 10. Performances of the proposed low-latency AC mechanism with the E-PCD technique for varying K.
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Fig. 11. Performances of the proposed energy-efficient AC mechanism with the E-PCD technique for varying K.

CDF

0.4

03

02 - = =Proposed energy-efficient AC (6 = 0.9) |
Proposed energy-efficient AC (§ = 0.8)] |
« Proposed low-latency AC

0.1

0 2 4 6 8 10 12 14 16

(a) Number of access reattempts

09

08r

071

0.6

051

CDF

0.4r

03r

02r Proposed low-latency AC

Proposed energy-efficient AC (6 = 0.8)| |
- = =Proposed energy-efficient AC (6 = 0.9)

0.1 1

0 50 100 150 200 250 300 350 400 450 500

(b) Access delay (msec)

Fig. 12. Cumulative distribution function (CDF) of (a) the number of access reattempts and (b) the access delay of the proposed AC mechanisms with

the E-PCD technique when K = 20.

(e = 0) results in a slightly longer average access delay when

K < 24 than other cases, it significantly improves the EE.

When K > 24, the proposed low-latency AC mechanism

with the E PCD technique utilizes only pearly since
[S|pearly v 7 } < K.

Fig. 11 shows (a) the access throughput, (b) the average
access delay, and (c) the energy efficiency of the proposed
energy-efficient AC mechanism with the E-PCD technique.
As shown in the figure, the proposed energy-efficient AC
mechanism effectively satisfies the target EE requirements
even though there exist a little dissatisfaction for some K
due to approximation error in obtaining the ACB factor.

Fig. 12 shows the CDF of (a) the number of access reat-
tempts and (b) the access delay of the proposed energy-effi-
cient AC mechanism with 6 = 0.9, 0.8 and the proposed low-
latency AC mechanism with the best é. With the proposed
energy-efficient AC mechanism, 63 percent and 50 percent of
nodes succeed the RA in a single attempt and the average
number of access reattempts is equal to 0.51 and 0.95 when
0 = 0.9 and 0.8, respectively. On the other hand, with the pro-
posed low-latency AC mechanism, 35 percent of nodes suc-
ceed the RA in a single attempt and the average number of
access reattempts is equal to 1.73. However, as shown in
Fig. 12b, at the 90th percentile, the access delays of the pro-
posed energy-efficient AC mechanism with the E-PCD
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technique is equal to 325 ms and 270 ms for 6 = 0.9 and 0.8,
respectively, while that of the proposed low-latency AC
mechanism with the E-PCD technique is equal to 250 ms.

7 CONCLUSION

In this paper, we proposed a versatile access control mecha-
nism for massive IoT networks, which effectively satisfies
various QoS requirements: low-latency for mission-critical
services and high energy efficiency (EE) for battery-pow-
ered sensor applications. We adopted the early collision
detection technique as well as the conventional preamble
collision detection technique at the first step of the random
access (RA) procedure. For optimizing the access class bar-
ring factor of the proposed AC mechanism, we considered
all radio resources which are involved in the overall RA
procedure. The proposed low-latency AC mechanism
achieves lowest access delay by aggressively allowing for
IoT devices to attempt the RA at the cost of the decreased
EE, while the proposed energy-efficient AC mechanism
achieves a target EE by restricting attempts from the IoT
devices at the cost of increased access delay. Compared to
the conventional AC mechanism, the proposed low-latency
AC mechanism further reduces the access delay, while
improving the EE under diverse resource constraints. Fur-
thermore, we proposed a comprehensive access control
mechanism which can simultaneously support two groups
of devices requiring low-latency and ultra-low power con-
sumption, respectively.
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